(FTNCS) subject to actuator failure is addressed. This is a powerful technique for reconfiguration-based active Fault Tolerant Control (FTC) which enables a design process independent from estimated model of the fault. This technique is generalized here to derive the sufficient conditions for a dynamical virtual actuator in order to preserve the stability and performance of faulty control loop. These conditions as well as the design procedure of the VA are presented. Furthermore, the virtual actuator is extended toward FTNCS subject to actuator failure. The simulation results indicate that the technique can completely reconfigure the NCS in presence of actuator failure.
INTRODUCTION
Networked control systems (NCS) refers to the control systems in which communication between sensors, controllers and actuators is done through a band-limited communication network (Fig. 1 ). In comparison with the conventional control systems, NCS should overcome the extra problems induced due to the network. These problems are packet delay and drop. On the other hand, stability and performance of the control system are highly affected by the system faults. There are two main approaches in fault tolerant control of the systems [Blanke et al. (2006) ]: Passive Fault Tolerant Control (PFTC) and Active Fault Tolerant Control (AFTC). In PFTC, the controller should be designed such that the performance of the control system is acceptable in both normal and fault conditions. This should be achieved without any online modification to the controller. In AFTC, the controller is designed to provide online self adaptation in possible fault conditions. In this approach, initially a Fault Detection and Diagnosis (FDD) block should detect, isolate and maybe estimate a model for the fault. Next, the controller adapts itself to the fault condition. This approach is further subdivided to fault accommodation and control reconfiguration [Blanke et al. (2006) ]. In the first one, controller parameters are re-tuned in fault conditions to recover the performance of the control system. This approach can basically be placed in the adaptive control scheme which is well known for the control community. However, its performance might not be acceptable when there is a severe fault (e.g. actuator failure) in the control loop. Here, the control system should be redesigned based on remaining set of sensors and actuators. This approach is called control reconfiguration which is not easy (if not impossible) when real time constraints should be satisfied. Obviously, these problems will be intensified when they are considered in companion with the NCS.
FTNCS has recently become a very attractive research field for control engineers and a lot of works are published on it, many of them focus on passive FTNCS. Considerable amount of papers were published by Aberkane et al. (2007) , Zhihong et al. (2007) , etc. on the passive approach where the robust control was the major technique in them. In contrast, there are a few publications on the AFTC in the NCS. Considering the fault in actuators, a correction in MPC algorithm is proposed by Changqing and Qun (2008) , to keep the control system performance in acceptable region by sending extra commands to the remaining actuators. Customization on MPC in the fault condition is also addressed by Klinkhieo et al. (2006) . A kalman filter based diagnosis method and a sliding mode controller are combined by Hui and Bin (2007) to compensate the effect of faults on system performance. The challenging problems in FTNCS are first considered by Patton et al. (2005) . In this paper, autonomy, reconfiguration and plug&play are defined as the next research topic in the NCS field and it is tried to clarify the boundary of them.
The technique proposed in this paper for FTNCS in presence of actuator failure is inspired from virtual actuator technique proposed by Blanke et al. (2006) and Steffen (2005) and its application in a themofluid process by Richter et al. (2007) . First part of this paper is focused on the extension of this technique to find the sufficient conditions for a class of VA's. In the second part, the VA is used to overcome the effects of actuator failure in a NCS.
The paper is organized as follows: in section 2 general conditions for a dynamical system to be used as a VA in a faulty control loop is achieved and presented as a theorem. It is also shown that the previously presented VA is a special case of this theorem. Section 3 is considered to design and implement a VA for a network control system subject to actuator failure. The results of this section are clarified using a simulation. The paper is concluded in section 4.
FTC USING VIRTUAL ACTUATOR
VA is a reconfigurator block which is inserted into the control loop to preserve its performance and stability in the fault condition without any retune or redesign of the controller. The first part of the work in this paper is to achieve a more generalized condition for virtual actuators. This part is based on the following theorem which presents the sufficient conditions for the stability of the reconfigured control loop. Then, this lemma will be used in a theorem to gain a class of the VAs in order to completely reconfigure the faulty plant.
theorem: Assume that the performance of the control loop presented in Fig. 2 Fig. 2 Augmenting (1) and (2), the closed loop system of Fig. 2 (A) can be represented as:
G . To overcome the undesired effect of this failure, the reconfigurator block ( R G ) is inserted in the control loop as depicted in

G x t A x t B u t y t C x t
To analyze the stability of the reconfigured control loop, assume the following dynamical equations for the reconfigured plant:
As the reconfigured plant is assumed to be asymptotically stable (condition a), all eigenvalues of RP A have negative real parts. The reconfigured closed loop plant ( Fig. 2B ) can be represented as follows:
which characteristic equation is:
From the following theorem in matrix theory:
( 7) can be manipulated as follows:
Considering (2) and (5), condition (b) of the lemma can be represented as:
Substituting (10) From (8) and also stability of (3), it is clear that the solutions λ of the second part of (11) have negative real parts. The same is for the first part since RP A is assumed to be stable (condition (a) of the lemma). So, all the eigenvalues will have negative real part and (6) is stable. It should be mentioned that the stability is satisfied regardless to the type of controller.
Q.E.D
The next problem is to find a reconfigurator block ( R G ) such that the conditions of the above lemma (a and b) are satisfied. To do so, consider the following dynamical equation for the faulty plant (in presence of actuator failure):
Considering the following representation for the reconfigurator block:
x t B y t B u t A x t B C x t B u t y t C x C x u t C x D u
the reconfigured plant ( RP G ) can be represented as follows (combining (12) and (13)) :
Applying the following similarity transformation:
and considering the following conditions for the parameters of the reconfigurator block:
(14) will be transformed to:
The recent equation shows that the dynamic of v is the same as the dynamic of x in (2). Also, the output R y in (17) is just affected from v (not from R x ). Hence, v in (17) plays the same role as x in (2), i.e. the (17) and (2) have the same input/output behavior. It means that designing the reconfigurator block (13) considering (16) will automatically satisfy condition (b) of the lemma.
On the other hand, since the fault-free closed loop system (3) is assumed to be asymptotically stable and the dynamic of v in (17) is the same as x in (2), v will also be asymptotically stable in presence of the control loop. Hence, stability of (17) Fig. 2(A) Fig. 2(B Proof: Using the previous lemma, the reconfigured system remains asymptotically stable. To show that the reconfiguration is done successfully, we should clarify that in the steady state condition, the reconfigured system output f p y will behave just the same as fault-free system output p y . To do this, define:
− . Combining (2) and (12), the dynamical equation for x Δ will be as follows:
On the other hand, (13) can be rewritten as follows:
G x t A x t B y t B y t A x t B C x t B C x t B y t
(18) and (19) considering (16) can be augmented to:
Asymptotical stability of (20) So, the theorem proposed in this paper is a generalized format of the VA presented by Blanke et al. (2006) . The above theorem will clarify future research approach to find different types of VA's. In the next section, the VA will be used to overcome the actuator failure effects in networked control systems.
VIRTUAL ACTUATOR FOR FTNCS
In this section, the overall network induced delay is represented by k τ and assumed to be less than a sampling 
with ( ) n x t R ∈ as the system state, k τ the delay at sampling moment k and k u the delayed discrete-time input. The analysis given here is based on the discrete-time representation of this system which is given by: 
Assuming an output feedback k k k u Ky KCx = = as the controller, the representation of the closed loop NCS will be as follows:
This system is stable if the following matrix is Schur [Gu et al. (2003) ]:
The system (22) when subjected to actuator failure can be represented as:
in which, H with zero columns for the failed actuators. In the following, a dynamic reconfigurator block will be developed to implement complete reconfiguration under some conditions. Considering the fault tolerant control architecture proposed in Fig. 3, (29) is now modified to include the effect of the reconfigurator block:
where the superscript R refers to the reconfigurator block (virtual actuator) which can be presented by the following dynamical equations: 
which contains an internal feedback loop to ensure self adjustment. The combination of the reconfigurator block (28) and remotely controlled faulty plant (27) can be represented as: 
The two main concerns which should be satisfied under this condition are:
1) Closed loop NCS in fault condition and in presence of the reconfigurator block should be stable.
2) The output of the faulty system should be the same as the output of nominal NCS (i.e. 
a) Stability analysis
Equation (31) remains stable if the following matrix is Schur [Gu et al. (2003) 
G H SKC H NS KC H N M H S H PS KC H P M H NS KC G NM H PS KC PM F I
Lemma: The eigenvalues of a matrix remains unchanged under similarity transformation.
Defining the following similarity transformation matrix:
(32) will be transformed to: As an example, consider a MIMO plant with the following dynamical equations is successfully controlled over a network:
Assuming the sampling time of 0.1sec h = and a network delay equal to 0.06sec
, the discrete-time representation of the NCS is as follow: 
Assume that a state feedback K is designed to place the poles of fault-free NCS in [-0.5 -0.5] . Here, assume that the actuator 1 u fails. It can be easily seen that the system still remains full state controllable.
The following matrices are designed in order to satisfy the conditions (35) and (40) It is clear that, this set of M and S is designed considering failure in 1 u . For failure in other actuators, the designer should re-execute the process considering related conditions.
Figures (4) and (5) show the acceptable behavior of the reconfigured system. The actuator failure, which is initiated at 50sec. T = , deviates the system outputs from desired values. This failure is detected with delay of 25 sec. The reconfigurator block is activated as soon as the failure is detected (at 75sec. T = ). Figures (4) and (5) show that with this activation, the system is successfully recovered.
CONCLUSIONS
In this paper, the control reconfiguration in presence of actuator failure using VA technique is considered. A sufficient condition for a dynamical system to be a VA is derived and presented as a theorem. This theorem creates a basis for our future works to design different types of VA's respect to one previously developed by Blanke et al. (2006) and Steffen (2005) . Furthermore, a VA is designed to overcome the effect of actuator failure in networked control system. The simulations show that the proposed VA can successfully recover the faulty plant without any necessary modification in the controller of the NCS. 
